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Cyber security has been around since the dawn of the internet. Protecting confidential financial and 
engineering data is paramount. Badge readers and security guards are evidence of physical security 
in most plants. 
 
When you combine the two, it takes a tangent that some may not be aware of. As the industrial 
sector pushes further into the digital factory, interconnectivity of machines and equipment becomes 
significantly more prevalent. Guarding these physical machines against cyber threats has been an 
increasing focus of the U.S. government. 
 
NIST (National Institute of Standards and Technology) and the DHS (Department of Homeland 
Security) have provided guides, software and training centers to improve the resiliency of industrial 
manufacturing. Some of the most useful of these are listed below. 
 
 

National Institute of Standards and Technology 
 

• NIST SP 800-82  “Guide to Industrial Control Systems Security”  
http://csrc.nist.gov/publications/nistpubs/800-82/SP800-82-final.pdf 
Provides guidance for establishing secure ICS; Addresses unique performance, reliability, and safety 
requirements; Provides guidance for implementing NIST SP 800-53 controls to industrial and 
manufacturing systems of all sizes 

 
Department of Homeland Security Resources 
 

• Recommended Practices – http://ics-cert.us-cert.gov/introduction-recommended-practices  
 

• Alerts and Bulletins - http://us-cert.gov/ncas  
 

• Cyber Resilience Review (CRR) - http://us-cert.gov/ccubedvp/self-service-crr  
A no-cost, voluntary, non-technical assessment to evaluate an organization’s operational resilience 
and cybersecurity practices. The assessment is designed to measure existing organizational 
resilience, as well as provide a gap analysis for improvement based on recognized best practices. 

 

• Cybersecurity Evaluation Tool (CSET) and On-Site Consulting – http://ics-cert.us-
cert.gov/assessments  
Industrial control systems security posture assessments – a self-assessment tool. Features include a 
mapping to control systems standards based on a network architecture mapping tool. The tool can be 
downloaded for self-use or organizations can request a facilitated site visit, which could include basic 
security assessments, network architectural review and verification, network scanning using custom 
tools to identify malicious activity and indicators of compromise and penetration testing. 

 

• Critical Manufacturing Sector Coordinating Council – http://www.dhs.gov/cipac-sector-charters-
and-membership  
Critical Infrastructure Partnership Advisory Council (CIPAC) membership is comprised of the critical 
infrastructure sectors and federal agencies identified in Presidential Policy Directive 21: Critical 
Infrastructure Security and Resilience and the partnership structure identified in the National 
Infrastructure Protection Plan 2013: Partnering for Critical Infrastructure Security and Resilience. 


